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INFORMATION SEGURITY

nformation Security (infosec) refers to the protection
of data resources from unauthorized access, attack,
theft, or damage.

Data may be vulnerable because of the way it is
stored, transferred, or processed.

I'he systems used to store, transmit, and process
lata must demonstrate the properties of security




| AT
\FORMATION SEGURITY

formation has three properties, often
‘erred to as the CIA Triad:

tiality - means that information can only be read by
oeen explicitly authorized to access it.

Confidentialty Integrity

means that the data is stored and transferred as '“;‘::L‘fitti;’“
ind that any modification is authorized.

Availability
ty - means that information is readily accessible to
10rized to view or modify.
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INFORMATION SEGURITY

Some security models and researchers identify other
oroperties of secure systems.

ost important of these is Non-Repudiation: this
S that a person cannot deny doing something,
such as creating, modifying, or sending a resource.

~or Example: a legal document, such as a will, must usually be withessed
¥hen it is signed, If there is a dispute about whether the document was
correctly executed, the witness can provide evidence that it was




r
, GREEN ARMOR
Ve CYBER SECURITY

CYBERSEGURITY

Within the goal of ensuring
information security, Cybersecurity
refers specifically to provisioning
secure processing hardware and
software.

Information Security and Cybersecurity tasks can be classified

as five functions, following the framework developed by the

National Institute of Standards and Technology (NIST)
(nist.gov/cyberframework/online- learning/five-functions):

ﬁrotect

vDetect VvRespond

’\l .

Ly

VIdentify

v Recover
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Defense I(ey

< Activity

<& Feedback

Recover

|Flterr'|a| ThrEats
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CYBERSEGURITY FRAMEWORK

1. Identify: develop security policies and 4. Respond: identify, analyze,
capabilities, Evaluate risks, threats, and contain, and eradicate threats
vulnerabilities and recommend security to systems and data security.

controls to mitigate them.
5. Recover:implement cybersecurity

resilience to restore systems and
data if other controls are unable to
prevent attacks.

5 Protect: develop, install, operate IT
hardware and software assets with
security as an embedded requirement of
every stage of this operation'’s lifecycle.

Detect: perform ongoing, proactive monitoring to
ensure that controls are effective and capable of
protecting against new types of threats.

% PAGE 8



"’ 7/ GREEN ARMOR
| CYBER SECURITY

GAP ANALYSIS

s Will be
orocess that ‘'med when first
how an ing a framework

en meeting a new




;,/; GREEN ARMOR

CYBER SECURITY

GAP ANALYSIS (cont.)

Controls CIA Triad Target
Function (Actual/Required) Risk Levels | Remediation

identify | Asset Management (4/6)
(10/16)

Governance (3/4)

Risk Assessment (3/6)

Identity and Access
Management (5/8)

Data Ee:nity (3/8)

B Advanced capability
L | Intermediate capability

B No/basic capability

% PAGE 10
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- An access control system ensures that an
information system meets the goals of the CIA triad.

- Access control governs how subjects may interact

c 0 “ » Subjects are people, devices, software processes, or

any other system that can request and be granted
access to aresource.

A LY - Objects are the resources, An object could be a

network, server, database, app, or file.

- Subjectsiare assigned rights or permissions on
Objects

I PAGE 11
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- Modern access control is typically implemented as an
Identity and Access Management (IAM) system.

- |IAM comprises four main processes:
n c c Ess 1. Identification: creating an account or ID that
c 0 “ T n 0 uniquely represents the user, device, or process on the

network.
s e »‘*."l\

2. Authentication: proving that a subject is who or
what it claims to be when it attempts to access the
resource, An authentication factor determines what
sort of credential the subject can use, For example,
people might be authenticated by providing a
passw%rd; a.computer system could be authenticated
using a token such as a digital certificate

I ) I BRGE 12
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3. Authorization: determining what rights
subjects should have on each resource, and
enforcing those rights, An authorization model
determines how these rights are granted, For
example, in a discretionary model, the object
owhner can allocate rights, In a mandatory
model, rights are predetermined by system-
enforced rules and cannot be changed by any
user within the system.

4. Accounting: tracking authorized usage of a
resource or use of rights by a subject and
alertipg when unauthorized use is detected or
attempted.

PAGE 13
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1plementation of
arsecurity
tions is often the

oonsibility of the
apartment.

SEGURITY GONTROL

organizations have developed
ce frameworks to provide best
e guides to implementing IT

nnologies that represent best

ase procedures,
ties, and tools
pe referred to
rity Controls.
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:GURITY CONTROL
SATEGORIES

» A Security Control is designed to
give a system or data asset the

properties of Confidentiality, » Controls can be divided into four broad
Integrity, Availability, and Non- categories:
Repudiation.

1. Managerial: the control gives oversight of the
information system, Examples could include risk
identification or a tool allowing the evaluation and
selection of other security controls.

_ B
2. Operational: the control is implemented
primarily by people, For example, security guards
and training programs are operational controls.

.AGE 15
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1Y GONTROL
EGORIES

3. Technical: the control is implemented as a

system (hardware, software, or firmware), For
example, firewalls, antivirus software, and OS
Repudiation. access control models are technical controls.

» A Security Control is designed to
give a system or data asset the
properties of Confidentiality,
Integrity, Availability, and Non-

4. Physical: controls such as alarms, gateways,
locks, lighting, and security cameras that deter
and'detect access to premises and hardware are
often placed in a separate category to technical

controls.
. AGE 16
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» As well as a category, a security
control can be defined according
to the goal or function it performs:

1. preventive: the control acts to eliminate or reduce the
likelihood that an attack can succeed. preventive control
operates before an attack can take place, Access control lists
(ACL) configured on firewalls and file system objects are
preventive-type technical controls, Antimalware software acts
as a preventive control by blocking malicious processes from
executing.

>

SEGURITY GONTROL
FUNGTIONAL TYPES

2. Detective: the control may not prevent access, but it will
identify and record an attempted or successful intrusion, A
detective control operates during an attack, Logs provide one
of the best examples of detective -type controls.

3. Corrective: the control eliminates or reduces the impact of a
security policy violation. A corrective control is used after an
attack, A good example is a backup system that restores data
that was damaged during an intrusion, Another example is a
patch management system that eliminates the vulnerability
exploited during the attack.

I RAGE 17
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SECURITY CONTROL
. | FUNGTIONAL TYPES

control can be defined according 5. Deterrent: the control may not physically or
- . logically prevent access, but it psychologicall
to the goal or function it performs Ty e o ReyRns DIy

discourages an attacker from attempting an
intrusion, This could include signs and warnings of
legal penalties against trespass or intrusion.

4. Directive: the control enforces a rule of behavior, such as a

policy, best practice standard, or standard operating procedure 6. Compensating— the control is a substitute for a

(SOP), For example, an employee's contract will set out principal control, as recommended by a security
disciplinary procedures or causes for dismissal if they do not I¥standard, and affords the same (or better) level of
comply with policies and procedures, Training and awareness protection but uses a different methodology or
programs can also be considered as directive controls. technology.

>

PAGE 18
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2k INFOSECTRAIN

SECURITY CONTROL FUNCTIONAL TYPES




NFORMATION SEGURITY ROLES
AND RESPONSIBILITIES
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2 data and resources.

olementation of a security policy to support the
the CIA triad might be very different for a school,
ational accountancy firm, or a machine tool
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zation that develops security policies and
ework-based security controls has a strong
Sture.

" the process of adopting an effective
| ecurity posture, employees must be
esponsibilities.

ure of security responsibilities will depend
and hierarchy of an organization, but these

DICC
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CSO and CISO

responsibility for the IT function lies with a
rmation Officer (CIO). This role might also have
sponsibility for security.

ganizations will also appoint a Chief

gy Officer (CTO) , with more specific

ty for ensuring effective use of new and

T products and solutions to achieve business

organizations, internal responsibility for

night be allocated to a dedicated department,
nief Security Officer (CSO) or Chief Information
' ‘:;71“:@:( GlSO)
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Z Security Operations Center (SOC)

» A Security Operations Center (SOC) is a location
i where security professionals monitor and protect
' critical information assets across other business
functions, such as finance, operations,
sales/marketing, and so on.

%cause SOCs can be difficult to establish,
maintain, and finance, they are usually employed by
larger corporations, like a government agency or a

healthcare company. .
AGE 24
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rations and use of cloud computing make ever-
e of automation through software code.

software code would be the responsibility of a
or development team.

, L L
T

evdecops

nighly orchestrated environment, IT
lopers can build, test, and release
r and more reliably.

xtends the boundary to security specialists

reflecting the principle that security is a
deration at every stage of software

xpertise to improve detection and monitoring.




(’ GREEN ARMOR
{ 74 CYBER SECURITY

L

ated Computer Incident Response Team (CIRT)
iter Security Incident Response Team
computer Emergency Response Team (CERT) is
ooint of contact for the notification of security

Inction might be handled by the SOC or it might
olished as an independent business unit







